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1 In-depth analysis TSS dated 30-11-2018, Jildau Borwell and Kirsten Bos-Riepma 
2 Broad coalition to disrupt Tech Support Scams in the Netherlands, 2018. 
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3 https://www.theguardian.com/news/2018/jan/02/the-scammers-gaming-indias-overcrowded-job-market 

https://www.theguardian.com/news/2018/jan/02/the-scammers-gaming-indias-overcrowded-job-market
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Cooperation 

TeamViewer 

Police 

 

 

Adjustment customer identification process Verenigde Bitcoinbedrijven Nederland (VBNL)  
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ACM: Blocking telephone numbers  

Microsoft 

 

Banks and TeamViewer 
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[translator’s note: jan = January, mrt = March, jul = July, sep = September, nov = November] 
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Social engineering4 

                                                           
4 In-depth analysis Tech Support Scam, Jildau Borwell and Kirsten Bos-Riepma 
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5 Bullée, J. Montoya, L. Junger, M. & Hartel P. (2018). The success of social engineering. Tijdschrijft voor Veiligheid, 1-2, 40-53. 
6 Stajano, F. & Wilson, P. (2009) Understanding scam victims: seven principles for systems security. Cambridge: University of 

Cambridge 
7 According to the Declaration of Intent, the main objective of the project is 'That the Parties aim to have the Tech Support Scam, in its 

current dangerous form, eradicated in the Netherlands by the end of 2020 at the latest’. 


